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Jlngep poCCUNUCKOIO
PbIHKa 06paboTKH
KJIMEHTCKUX AaHHbIX

JlaeM LIenoCTHbIV B3rn4/4 Ha BCe
COCTaBNAtoOLLME BU3HECA, B TOM YUCIE
Ha UCTOYHWKW JaHHbIX, aBTOPCTBO,
Ka4eCTBO, MOSIHOTY M Ha MOTEHLMANbHOE
MCMNONb30BaHMeE AaHHbIX
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COOCTBEHHbIX NPOEKTOB MO YNpPaB/eHuHo
| T-peLleHnm Ka4YeCTBOM KJIMEHTCKMX
NaHHbIX




PaHblle TOJIbKO CTaHaapTU3npoBasu,
Tenepb ele n Mmackmpyem!

[loa KanoToM 3HaeM cneunduKky JaHHbIX M UBMEHAEM KX,
TE e YHWKaNbHblE aNropUTMbl COXPaHAsa Ka4ecTBO M CMbICJT

=pTE & CBEP T BAHK Anbda BaHk coras

FOCTOCCTRAX MHIOCCTPAX tPOCTeneKOM OZON @ Mera®oH



3a4yeM HY>XXHO
MacKunpoBaHume?

YTO6bI N3HEXaTb yTeveK
YYBCTBUTENbHbIX AaHHbIX, KOMMaHWM
OrpaHUYMBArOT K HUM OCTY
COTPYAHNKOB

EpemeHK
Ceprees
21 nrona 1960
BaHuHa, 1, Tam6b0B
6806 108771
8926 118-12-12

mario@gmail.com

AHTOHOB Cepre#u
AHOpeeBuyY

11 peBpans 1961

[opoxkHasa 5, TamboB

6807 203771

8 926 311-89-84

elf@mail.ru




TnnoBble 3aaa4u

J1oCcTyn K AaHHbIM

[locTyn K 60eBbIM CpefamM HaxoAUTCA MO CTPOrMM KOHTPOEM,
a TECTOBble Cpefbl OTKPbITbl 6ONbLIEMY KOMYECTBY MHOAEN

I1na TecTMpoBaHug

Ka4yecTBEHHO MPOTECTUPOBATb PEAIbHYHO CUCTEMY MOXXHO
TO/IbKO Ha MaKCUMabHO MOXOXUX AAaHHbIX

[TocTpoeHne moaenen

[1ns MOCTPOEHUSA aHaNUTUYECKMX MOAENEN HEOBXOAMMDI
CUHTETUYECKME JaHHbIE, CBOMCTBA KOTOPbIX 61M3KN K UCXOAHbIM
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TunoBble noaxoabl MaCKMpoOBaHUA



3aMeHa Ha «3Be304YKnN»

MeHaeT TN JaHHbIX

ANTOPUTM HE roANTCS ANA 06e3NMYMBaAHUS
yucen v oaT

Cnabo 3aluLLaeT nonynsapHble UMeHa 1 ajpeca

[laXke ¢ ogHOW «3BE3404KOW» MOMYyNApHbIe MMEHa,
OTYECTBa W ropofa J1erko pacLmn@poBbIBaTb

YOuBaeT CMbIC/ AaHHbIX

TepaeTca ceMaHTuKa, BaIMAHOCTb, COLManbHO-
JleMorpauyeckme xapakTepucTUKM 1 CBA3K
Mo JOMOXO3ANCTBaM

AbatoweB NaBen
PawunTtoBuny

21.01.1979

6806 108711

8926 118-12-12

MockBa,
TypyaHUHOB nep., 6,
CTp. 2

A*****B n***n
P*******q

2% 20Nl

6**6 1 ****1

8 9*******12

M****a’
T********B nep., 6'
CTp. *



3amMeHa 6yKB Ha 6yKBbl, Lnudp Ha Lmdpbl

62-1eTHA9 MOCKBMYKA

YTepaHbl JaHHble O MoJie, BO3PACTe, PErMOoHe, NacrnopTe N HOMEPE,
HapyLweHbl cea3n no GO n agpecy,

HeBO3MOXHO MPOBECTU UCCNeA0oBaHME NN NOCTPOUTb MOLESb,
TeCTUPOBLUMKN HE CMOIYT MPOBEPUTL — [aHHbIE HE MPOXOAAT JIOTUKY
1 opmar.

EpemMeHKO HaTanbs
CepreeBHa

21.07.1961

6806 108711

8926 118-12-12

Tam608,
yn. Cosetckas, 11

HoHuHren Nbnaby
MHoLWHHarn

11.02.19

7187 315818

229-23-23

HykTas,
ey. 3ykoresy, 57



Kak paboTaeT «MacKUpOBLUUK»? = saia)

—

A EpemeHko leTp

Za

)

‘&‘* ) CepreeBuy
-

21 nrona 1960
BaHuHa, 1, Tamb0B
6806 108771
8926 118-12-12

mario@gmail.com

COXpaHI/IT poACTBEHHbIE CBA3WU

®
AHTOHOB Cepre#u

COXpaHUT reHaepHbIn
AHOpeeBUY i P

6alaHC

11 peBpana 1961 CoxpaHuT couaeM-rpynmbl

[lopoxHas 5, TamboB CoxpaHuT CTpaHy 1 pernoH

6807 203771 8926 311-89-84  elf@mail.ru

Cepud nacnopTa y4MTbIBAET OcTaBuUT [ToHMMaEeT JOMEHbI EMENOB:

MCXOOHbIN PErnoH

ornepaTopa 1 CTpaHy pabo4une, MM4YHble, 04HOPa30Bble



Kak paboTaeT «MacKnMpoBLLNK»?

«MaCKMPOBLLMK» COXPaHAET aHaNUTUKY MO MECTaM PErMcTpaLnmn: Hanpnumep, iIBaHOBbl — POACTBEHHMKM,
YKUBYHOLLME NO OgHOMY agpecy. OTYECTBO MEHAETCS CUHXPOHHO C MMEHEM 0TLa, aAPeC — KOHCUCTEHTHO.

UeaHoB lNeTp UnbsacoBuy MUBaHoB Unbsc lNeTtpoBuy

21.07.1961 05.03.1988

Tamb6oB, CoBeTckasn, 11 TamboB, CoBeTckas, 11

MNMetpoB AHapen daTuxoBuy MNMeTtpos PaTtux AHApeeBUY

19.02:1961] 11.08.1987

TamboB, AcTpaxaHcKasi, 5 TamboB, AcTpaxaHcKas, 5




Kakye 3agayn pellaeTt

besonacHoe obpalleHne AaHHbIX BHYTPY KOMMaHnK,
[lepefada Ka4yeCTBEHHbIX AaHHbIX ANA TECTUPOBaAHUN,
KpaTHOe CHMXXeHMe pUCckoB yTeYku [11H,

Oby4yeHme Mogenemn.

HYTO Mackmnpyet

basbl AaHHbIX,
CerMeHTbl KNMEeHTOB NOSTHOCTbHD WM MO YCTOBUIO,

06e3mymBaHmne No UCTEYEHUIO CPOKa UCMONb3oBaHUA NH.

PelleHne BHeAPEHO

3 130 CoepbaHKa,

«[natpeppymy,

Ob6esnnymBaHmne cerMeHTa AaHHblx B baHke «OTKpbITHey,
Ob6esnnymBaHme cuctem CTpaxoBon «[1ysibe.

«MacKUpOBLLUK»




C KaKnMu TUNamMm gaHHbIX paboTaeT
«MaCKUPOBLLUNK»?

[lpyrmne TUnbl AaHHbIX MOMYT 6bITb 06paboTaHbl C UCMOIb30BAHMEM NPeAYyCTaHOBNEHHOM NOMMNKN
3aMeH. [TomoxxeM nogobpaTb NOAXOAALME BapnaHTbl 6a30BOM 3aMeHbl UK pa3padoTaTb HOBbIE
peLLleHUs Npn HEOOXOANMOCTH

EmMeunnbi

[laTbl
POXXAEeHUSA

02.

L OKYMEHTbI
busnuy

03.

JlaHHble
ropauy

04.

baHkoOBCKue
KapThbl

10.

ABTOMOOUNN

Homepa
TenepoHOoB

06.

baHKkoBCKue
cyeTa

12.




besonacHocTb «MacKupoBLLUKa»

MOXHO HAaCTPOUTbL CrlyYarHbln NOAO0P 3aMEH B CECCUN UM COXPAHEHWE KOHCUCTEHTHOCTU

[Tapbl 3aMeH XpaHATCA B BUAE Xellen — Habop 3amMeH CO34aeTcs Kaxk/bln pa3 3aHOBO,
Habopa undpp 1 byks. BocCcTaHOBUTL HO €ro MOXXHO COXPaHUTb AJ/19 MOBTOPHOrO
KOHKPETHOro YeioBeKa Mo aTM Xellam MaCKMPOBaHMA HECKOJTbKUX CTEHOB, YTOObI
HEBO3MOXXHO nogaep>atb MexXxay HAMM COrflacoOBaHHOCTb
OAHHbIX
11 HOABPA 15 NEKABPA
[eTp > CrenaH [eTp > NBaH
NpuHa > TaTbAHa NUpwnHa > MapuHa

HaTtanbA > MapuHa HaTtanbA > TaTbAHaA



> Ham Hy>XHO 0JMHAaKOBO
MacKuMpoBaTb HECKOJIbKO
6a3 JaHHbIX

«MacCKUpOBLLUK»
3TO YMeeT

’ CoxpaHAeM KOHCUCTEHTHOCTb!

«MaCKNPOBLLMK» OEPEXET KOHCUCTEHTHOCTb AaHHbIX,

4YTO OCOBEHHO BaXXHO A1 TECTUPOBAHUA UHTErPaLMn MeXAY
HECKOMbKNMM 6a3amMu JaHHbIX.

MacknpoBaTb KOHCUCTEHTHO pa3Hble CTEHAbI.
[locnenoBaTesibHO W MapaniensbHo, B NKo60e Bpems,
C TFOOOM PUBNYECKOM CTPYKTYPOMN MCTOYHNKOB

NHKpeMeHTanbHO JOMaCKMpOBaTb M3MEHEHNS
B Y>X€& MaCKMPOBaHHYO paHee 6a3y



Accoumnaumna bonbwinx [1aHHbIX

npoBepuna puck-moaenun aeobesnmymnBaHus

ABb/[l n HFLabs npoBenu CoBMecTHOe 1UccefoBaHme
MO OLIEHKE PUCKOB MOBTOPHOM UAEHTUMUKALIMN.

CneunanucTbl MOAENMPOBAN KnbepaTaku C LieNbio NoayYeHns
[1JH 13 gaTaceToB. Pe3ynbTaTbl UCCea0OBaHNA NoKasanu,

4TO «MacCKMPOBLLMK» MO3BOMIAET COXPaHUTb banaHC Ka4ecTBa
N 6€30MaCHOCTU AaHHbIX.

[lo3BONAET CAMOCTOATENIbHO HACTPOUTL HanaHC KadecTBa
1 IONYCTUMOW 6€30MacHOCTU B 3aBUCUMOCTU OT LIenen
MCMOSIb30BaHNA MaCKMPOBAHHbIX AaHHbIX.


https://hflabs.ru/blog/novosty/abd-predstavila-rezultaty-testirovaniya-risk-modeli-deobezlichivaniya

«MackunpoBLWKUK» obecnevymBaeT
6e3onacHyto paboTy ¢ GPT-areHTamu

«MacCKMpOBLLNK» YMEET CaMOCTOATENbHO ONPeaensTh HY>KHble O/19 MaCKUPOBaHUS
[laHHble 1 obecrnednBaTb 6€30MacHOCTb Npu padboTe ¢ ChatGPT

Bonpoc Bonpoc
C OpUrMHaNbHbIMU C 3aMEeHEeHHbIMU
JAHHbIMW 11/

«MaCKMPOBLLMK»

sl b OTBeT OTBET MOXKET
C BO3BpPALLEHHbIMU cofep)kaTb
OPUTMHANBHbIMU 3aMeHEHHbIE

SHAYEHNAMMN 3HAYEHWNHA
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& mask support 20 M
a O yem TexcT Huke? A , Opnoe Wrope BnagumypoBuy, AOoKYMENT, YOOCTOBEDRMOLWMA

3d23 epgan 11 YOMOC Mockee, 3ape

Te /010 N® 258 ACTpUpOBaHHEA (an) No

NWYHL

apecy: Mockea yn Mupa gom 13 kB 33,cornaceH (a) Ha obpaboTKy MOMX

NEpCOoOHANEHHX OAHHBIX: [PaMULNIKA, HMA, OTYECTED, AaTa POXAEHWA, KOHTAKTHRIA

Tenedon (gom., MobHNeHEA, paboyYynid); agpec NPOXHBAHWA, MECTO

O uem TexcT Huxe? H , Opnoe Mrope Bnagumupoany, QOKYMEHT AOMEHOCTE, YyYEHARA CTENEHL, YYEHOE J8aHMe, afpec OpPraHUu3auWwH, MHPOPMaLWK O
YOOCTOREDAKDLMWA NHYHOCTE 7010 N2 256423, Boigam TN YOMC GaHKoBCKMX cueTax) AoMUHHCTpauwed TomckoR ofnacTe © uenok obpaboTen
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OaHHBIX; (DaMUNKWA, MMA, OTYECTEO, A3Ta POXAEHMA, KOHTAKTHEIH
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paboTel (yuebsl), QONXHOCTL, YYEHARA CTENEHb, YYSHOS 3BaHME ; A
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TosmckoR obnactia, LUens obpaboTid — paccMmoTpeadda MaTepuancse
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AepcoHansM aHHbIE, KoTopeie ByayT obpaboTaHe: © 0., paT: A - - I
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ik 0BPaboTKM
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I082HWA, HAYKWA, 3ODABDOXDIaHEHAR W Ky

o0 s T . B cornacum yKazaHe

abotane: @, 1. 0., gata poxgeHunn

nepcoHansHibe gaMHee, KOTopee GyayT ob
KOHTaKTHRE TenedoHbl, aapec NpoXKWBaHWA, MecTo pabotel (yyebul), QONKHOCTL, 3

TaKkxe uepopmauna of oprasnIayuy v GaHKOBCKHMX CYUBTaX ABTOpA.

[Tpumep paboThbl
c GPT




MackunpoBaHue corjlacum KJIMeHToB

[Nepenaya gaHHbIX

Ha MacKMpoBaHue
I'Iepe,u,aqa NAaHHbIX MO KJIMeHTaM & MaCKMpOBaHVIe OaHHDbIX KapTO4KH

C ncrtekuimm mujin oto3BaHHbIM Corjiacnem
Ha MaCKUpoBaHNE

KJ/INEHTA C COXpaHEHNEM
KOHCUCTEHTHOCTHU

CoxpaHeHne MacKMpoBaHHOIo

3aKpbIThe CBA3en U yganeHme
KJITIMEHTa

NCTOPUYECKNX 3arnnceun

S NcxoaHble CUCTEMDI

OTnpaBKa AiaHHbIX M0 3aMaCKMPOBaHHbIM
KJIMEHTAM B 06paTHbIN MNOTOK

OTnpaBka AaHHbIX & O6HoBNeHMEe AaHHbIX B COOTBETCTBUN
“ Mo 3aMaCKnpoBaHHbIM KJIMEHTaM
«EAVHBIN KNNEHT» cBepsieT P C 3aMaCKMUpPOBaHHbIM CJ1IENKOM
MaCKMpPOBaHHbI€ NICTOYHNKOM JaHHble ® OTNpaBKa O6HOBEHHDIX JaHHbIX
C 9TaJIOHOM 117151 CBEPKH

[NoBTOpHbIN 3anpoc aTasnioHa




N 4To B ntore?

@ CoxpaHsaeT pofCcTBEHHbIe CBA3K, KAYECTBO JaHHbIX,
cougem v reorpaduyeckoe pacnpegeneHme

«MacKMpPOBLLMK» AeNaeT POBHO TakKyH XKE,
3 6a3bl JaHHbIX, COAEPXKALLMX 3armncu HEOTNNYNUMYHO A4 YenoBeKka 6a3y JaHHbIX
O MUTIMOHAax peasnbHbIX NIOL4eN Nroaen, TONbKO HepeasbHbIX.




TecToBblX CTEHA MOA KJ1HOY

MacKnpoBLLUK

=) 3allyLLEeHHbI KOHTYP

i i i PacnpocTpaHeHune

' Y ' #** B TeCTOBbIle cpeabl

¢ TEST-cTeHa UcTOYHMKA 1

<» DEV-cTenHpg cTouyHuMKa 1

MackunpoBaHHbIN CNenok
NCTOUYHUK NCTOUYHUK




Kak 310 paboTaeT TEXHUYECKUN?

= ETL-cepauc = Ha6op cepBuncoB
MaCKMpOBaHUSA

YTeHre 1 3anm1cb AaHHbIX,

MCMOJIb30BaHVE CEPBMCOB MACKMPOBaHNA YMHas 3aMeHa fiaHHbIX

YTeHue 3annchb
= ¥
dik |ICcTOYHMK ¥ T[pnemMHuk
CoxpaHeHue

Y 106HbI Be6-MHTepdeic N03BOSET HACTPaMBaTh basbl AaHHbIX Ha YTEHWE U 3aMnnchb. KOHCUCTEHTHOCTY 3aMeH
KOHMUrypaLno MacKMpoBaHUA, a Tak)Xe CMOTPETb 13 KOpobKM cpasy AoCTynHbI PostgreSQL,
NCTOPUIIO CECCUIM MacKMpoBaHUs. PasrpaHnyeH MS SQL, Oracle. MOXXHO NoAKO4MTb
Mo npasam LOCTyna NOMONHUTENbHbIE KOHHEKTOPDI

My g ® PostgresQL ORACLE Greenplum . ClickHouse WSQIJL@

SOL Server



ApXxuTtekTtypa «MacKupoBLInKa»

= CTOpOHHWE NPUSIOXKEHUS

. - MaCKI/IpyeT AaHHble C y4ETOM KOHCUCTEHTHbIX Tap 3aMeH
|_|pI/IJ'IO)KeHl/IFI, B3aMOAeENCTBYHOLLNE

|

=2 |
= Ul | g DAMA ETL-moaynb
MpenocTaBnaeT GyHKLMOHANBHOCTb « - --restapl ==-=%  [loAroTaBNMBAET faHHble A1 OTNPaBKY B hmt Ha OCHOBE OMMCaHHOV
NONb30BaTENHO AU1A B3aMMOENCTBUA C : . KoHbUrypaLumn. BctaBnaeT (Mnm 06HOBNAET) MaCKMPOBaHHble JaHHbIE B NCTOYHUK / TPpUEMHUK
CUCTEMOW : MPUEMHMIK (CYBL)

1 1

: :

' ™

E % HMT Moayfib MacKMpoBaHHUs

C NpeaBapUTeNbHO HAaCTPOEHHOM < - .-y KaLIXempoBaHHbIX Nap 3ameH
Yepes AP
G R EEEEEI———————F
\
i % Factor Mogaynb cTaHaapTM3aLmum
-

CTaHOapTU3npyeT AaHHble

KOMMOHEHTbI «MacK1poBLLMKa»

| |
| |
| |
| |
| |
| |
| |
| |
KOH@UIypaLmen «<MacKMpoBLLIMKaY : CnpaBoyHukm OV10 + nonynsapHocTb, EIMPHOJ, AP :
| |
| |
| |
| |
| |
| |
| |
| |



ApxuTtekTypa «MacKUpoBLInKa»

= | % DAMA ETL-Moaynb
= Ul N
| -
............ » [loagrotaBnmBaeT AaHHble A4/151 OTNpaBKy B hmt \4
MpenoctasseT hyHKLMOHAIbHOCTb | Ha OCHOBE OMMCaHHOM KOHMMrypaLmm. volume NCTOYHMK / TIpUEMHMK
MOJS1b30BATENHO [J1A B3aVMOLENCTBUA C | =% BcrasndeT (v 0BHOBIISET) MACKMPOBaHHbIE PHYTPeHiee XpaRMnALE (CYBA)

cUcTeEMOM JaHHble B MPUEMHIK

T oo oo o o o o e o E o Em mm e Em o EE O Em mm A e W
P

| % HMT Mozynb MacKMpoBaHus |
)
= CTOpOHHME NPUNOXKEHUS | . | |
MacKupyeT JaHHble C Y4ETOM ?:/0 ume
npaBoOYHUKN
|_|pI/U'IO>KeHl/IFI BSGI/IMO,EI,GIZCTByIOLLI,I/Ie I RORCVICTERTHBIX AP SaMen (9U1 XEUMPORSIE AP sater |
) I I
C NpeaBapUTENbHO HACTPOEHHOM + - | e |
KOH®UIrypaLmen «MacKmMpoBLLMKa | . ' |
yepes AP | I : : : |
| v v v \ 4 |
| = HMT = HMT = HMT S HMT |
I MOAyﬂb CTaHpapTuMsaumm MO,IJ.yﬂb MacKupoBaHua MO,D.yﬂb MacKupoBaHus MOp,yﬂb CTaHpapTuMsaumm I
CTaHfapTMakpyeT gaHHble MacKkupyeT JaHHbIE C yHETOM MacKkupyeT JaHHbIE C YHETOM CTaHfapTManpyeT JaHHble
| KOHCUCTEHTHbIX NMap 3aMeH KOHCVICTEHTHbIX Map 3aMeH |
I I
| Volume Volume Volume bk |
CnpaBoOYHUKHM CrnpaBoOYHUKHK
| NHaekcebl CnpaBOYHMKMK CnpaBOYHMKM NHaekcebl |

| Cloud infrastructure |



BbibupaeM Habop Tabaul, B TOM YNCTIE U3 Pa3HbIX
CUCTEM, YTODObI MOATBEPAUTE KOHCUCTEHTHOCTb

CornacyemM MoAenb 1 BbloMpaeM ONTUMasbHbI CEPBUC
MACKMPOBaHWNSA 4719 HY>XHbIX BM3HEC-CLLEHAPUER

e Mackunpyem

G OUEeHMBaEM pe3ybTaT U CKOPOCTb

© /nvrensHocTb: 2-3 Hepenu

OTanbl paboTbl

[penmyLLecTBa: B pe3y/ibTaTte MiioTa MOXKHO Cpasy MPOBEPUTH HE TOSbKO
4, Mackupyembile JaHHbIe, HO 1 KOPPEKTHYKO PaboTy MPUIOKEHMIA, CBASAHHBIX
C MacKMpPOBaHHbIMM 06 bEKTaMM, aBTOTECTbI, UHTEMPALIIO




MacLuTabupyem Moaenm MacKMpoBaHus
Ha BCE HY>KHble OOBEKTbI 1 CTEHADbI

[Tlomoraem npoAymaTb BapuaHTbl UHTErpaLunm
C YY4ETOM UMEIOLLMXCHA MPOLIECCOB

Oby4yaeM MeHATb MOJENb, A06aBAATb HOBbIE MOAA U T.A.

O 0 O

A nocne BHeapeHUNA?

Mbl BCceraa psaom. Bbl byaete caMoCToATENBHO 406aBIATH HOBblE OObEKT

M MONA, HO ECNM BOSHUKHYT BOMPOCHI U NOTPeOYETCA A06aBUTL CUCTEMDI
1 BHECTU M3MEHEHWSA — Mbl MOAAEPXKUM, MPOKOHCYIbTUPYEM UK 3a6epem
3a4a4y Nof KoY

OTanbl paboTbl




2 KOHTaKTbI:

Cant HFLabs

Onbra CepaobuHueBa
Cnacun60o 3a BHUMaHMe! &

olgaser@hflabs.ru



mailto:olgaser@hflabs.ru

2 KOHTaKTbI:

Kupunn YwakoB

Cnacubo 3a BHMMaHuel

Kirillush@hflabs.ru



mailto:kirillush@hflabs.ru

2 KOHTaKTbI:

Cant HFLabs

EkaTepuHa ntoxnHa

C rl a C M 60 3 a B H M M a H M e ! ‘ [VMpeKTop Mo pasBuUTUio 6U3HEeCa

ei@hflabs.ru



mailto:ei@hflabs.ru
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